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Purple-Teaming 
 
What is Purple-Teaming? 
 

• Let’s start with where the name comes from. Most penetration testers are considered “red 
team,” and most defenders are considered “blue team.” The irony of a conventional 
penetration test is that these two groups are typically pitted against each other. 

Therefore, when the red teams and blue teams are working together, you have a “purple 
team.” 

 
Why Has Purple-Teaming Not Always Been a Thing? 

 

• Well, red-teamers often do not want to disclose their methods for compromising networks, 
and blue-teamers often do not like to disclose their “secret sauce” for defending their 

environment. One must ask why? The goal is to secure the environment, and that is it. If the 
attackers share how they are succeeding. and the defenders help the attackers to 
understand the controls that they want tested, doesn’t that accomplish the goal? Yes, 

welcome to purple-teaming. Trust me, we are all still baffled as to why it took so long for 
this to be a thing. If everything in the purple team exercises goes as planned, one or both 
groups will improve, which makes it a win-win. 

• Yes. Purple-teaming has become somewhat of a buzzword, but the effort behind it has 

merit and great value. The overall goal is, based on the maturity of the client, to 
deliberately test the blue team’s process, people, and technologies to confirm or deny 
defense capability. It is more about testing assumptions and gaps. These can be large or 

small. They can be part of a conventional penetration test or as a stand-alone set of 
services. 

• Proper planning is one of the most key components to ensure success. In the planning 

process, determine the controls/technologies you want tested and then determine. How we 
at LBMC Information Security approach the exercise is to first choose the controls you want 
tested (we will discuss some sample items in a bit), then determine your assumption as to 
how that control will function. We perform the test, provide the outcome, then provide 

recommendations based on the outcome.  

• Here’s a simple example: 
o Assumption: The Access Control Lists (ACLs) in place on the FTP/SFTP servers will 

prevent unauthorized IP addresses from accessing these services. 
o Test: LBMC used VPN services from various countries (some hostile) around the 

world to access, and attempt to login to, the FTP/SFTP servers.  



o Outcome 1: Implemented controls failed to block any of the attempts to access and 
login to the FTP/SFTP servers from any source IP addresses. 

o Outcome 2: Event logging did not detect or alert on brute force password 
attempts against the FTP/SFTP servers from any IP source IP addresses. 

o Recommendation 1: Identify the implemented controls that did not block 
unauthorized IP addresses from accessing the FTP/SFTP servers. Perform needed 

changes to ensure that unauthorized IP addresses will be blocked in the future. 
o Recommendation 2: Determine why no alerts were generated by the brute force 

password attempts on the FTP/SFTP servers. Perform needed changes to ensure 
that brute force attempts will be logged and alerted on in the future. 

 
What Are Some Common Controls Tested?  
 

• A basic list that we are often working with our clients to test are: 

o IPS Blocking—Are you blocking when expected? 
o Geo-Blocking 
o Subnets 

o Specific services (i.e. FTP, SFTP, etc.) 
o Events/Alerts on recon activity 
o C2 Traffic (beacons) 
o Content control 

o Egress filtering 
o Events/Alerts on password spraying 
o Endpoint malware controls 

o Large data exfiltration 
o Testing DLP (PII, PAN, etc.) 
o AV alerting 
o Lateral movement (internal) 

o Privilege Escalation 
o Brute force password attempts (SSH, Web logins, FTP, etc.) 
o Exchange mailbox compromises 
o 0365 Compromises 

o Network Access Control 
o Proper MFA setup/deployment 

 
When Describing This Service to Clients, We Are Often Asked, “Aren’t We Already Doing This 

with Penetration Tests?” 

• My answer is always “no,” and here is why: 
o Most of the time, your defenders (blue teamers) are not aware that the test is 

occurring. 
o The penetration testers (red teamers) are often not interested in testing the 

effectiveness of your controls, they are only looking to determine the 

vulnerabilities. 
 

Key Takeaways: 

• Your penetration tests, even if your folks are defending, aren’t the same as the 
collaboration as purple-teaming.  

• Purple-teaming does not have to be an annual event. If you deploy a new control, have 
the attackers you choose test it before those you didn’t. 
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