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Ransomware and Unintended Disclosure 
 
HealthDataManagement.com—How Quick Breach Recovery Hurt One Provider 

• Full story link: https://www.healthdatamanagement.com/news/why-quick-breach-

recovery-hurt-this-providers-efforts 

• A healthcare facility in Kansas fell prey to a ransomware attack. 

• On the surface, the good news was that they were able to leverage frequent encrypted 
backups stored offsite to quickly recover operations. 

• They scrubbed the servers and rebuilt from backups, just as their policy dictated.  

• However, the admitted flaw was that they recovered so quickly that they failed to 
preserve needed evidence for forensic analysis. 

• Due to them not being able rule out the possibility of data being compromised, notification 

letters were sent to about 70,000 patients.  
 
Takeaways 

• For those who aren’t aware, the Department of Health and Human Services (HHS) 
released some very specific guidance on how organizations with electronic protected 
health information (ePHI) are to handle ransomware infections: https://www.healthcare-

informatics.com/news-item/cybersecurity/hhs-issues-guidance-ransomware-attacks-and-
hipaa-breaches. 

• The specific statement of impact was: “Unless the covered entity or business associate can 

demonstrate that there is a…low probability that the PHI has been compromised, based on 
the factors set forth in the Breach Notification Rule, a breach of PHI is presumed to have 
occurred.“  

• This is to be accomplished by performing a “risk assessment.” 

• While the arguments of what does constitute a “breach” when it comes to ransomware is a 
legal interpretation I am not qualified to give, I can opine that a detailed forensic analysis 

is a crucial step in determining the needed information for legal teams to make that 
crucial decision. 

• Here’s a link to a blogpost that I did with a data breach attorney on this very topic: 

http://www.lbmcinformationsecurity.com/blog/ransomware-technical-issue. 

• Without the needed forensic artifacts, we do not have the needed information to 
determine if “low probability that the PHI has been compromised.” 

• As the above story describes, this can be devastating and forcing disclosure. 

• We have been involved in a situation in which the server experienced catastrophic failure 
after the ransomware infection. The only backups available consisted of only user data 

and PHI. Rather than repairing the server, all operations were migrated to cloud 
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providers. Due to the inability to perform a proper forensic analysis, counsel opted to 
disclose. 

• In many instances, this does not have to be an overly-complex task. 

• Except for recent “wormable” ransomware, such as WannaCry and Petya (don’t get me 
started on how this isn’t truly ransomware), there are typically only a few computers that 

are directly impacted by ransomware infections with the opportunistic ransomware 
attacks. 

• Manual installations that are targeted are often a different story, though. 

• My best advice upon ransomware infections is to contact outside counsel that will put you 
in touch with a firm to assist. 

• If you call a forensics firm first, they will likely direct you to outside counsel to ensure the 

protection of work product and privilege throughout the process to protect you. 

• In efforts to prevent making either call, download the free LBMC Information Security 
Ransomware Checklist. 

 
Bill Dean is a Senior Manager at LBMC Information Security. While involved in various aspects of 
LBMC’s security services, he is also the practice lead for the organization’s incident response, 

forensics, and litigation support practice. 
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